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Assessment – Three Distinct Phases

• Phase 1 – Current Situation –Lockdown

• Phase 2 – Mid – Term. Easing of 

lockdown 

• Phase 3 – Long – Term Impact – post 

lockdown. 



• Sharp increase in cybercrime – reliance on digital and online solutions 

during the lockdown to work remotely/ maintain contact with colleagues, 

friends and family.

• Cybercriminals actively recruiting collaborators to orchestrate large scale 

phishing campaigns and maximise the impact of their attacks.

• Cybercriminals shortened the period between the initial infection with 

ransomware and demanding the ransom.

• There has been an increase in activities related to the distribution of child 

abuse material online more vulnerability of children online due to 

isolation, less supervision and greater online exposure.

• Individuals successfully launching cyberattacks were generally active pre-

pandemic but have been joined by ‘opportunists with limited technical 

knowledge’.

• An initial surge in cybercrime during March and the first week of April has 

been followed by a relative decrease towards the end of April. 

• Another ‘highly visible phenomenon’ has been widespread scams 

promoting fake COVID-19 test kits and treatments.

Lockdown Phase 



Mid term Outlook

An easing of lockdown measures is set to 

see criminal activity return to previous 

levels and crime types as before the 

pandemic although new opportunities 

created by the pandemic will be exploited 

beyond the end of the crisis.



CYBER 

• Cybercrime threats are set to continue as the main 

threat as reliance on digital services continue.

• The current focus on the distribution of malware and 

ransomware on targeting particularly affected sectors 

such as healthcare and education may shift back to 

general businesses as they reopen physically or expand 

online.

• Child sexual exploitation online will remain a 

‘significant threat’ while children spend long periods 

online due to education or social activity and the 

report calls for close monitoring and the 

implementation of prevention measures.



Counterfeit and substandard goods

• Criminals have exploited the crisis to exploit shortages of genuine 

healthcare products and people’s fears around the virus to offer fake 

testing kits, face masks and other PPE.

• The trade of counterfeit and substandard goods in this area ‘has boomed 

during the pandemic’ and looks likely to continue while demand for such 

key products remains high – especially if wearing face masks becomes 

mandatory.

• While there is ongoing international research to find a COVID-19 cure, 

fraudsters are offering fake options online. When a genuine product is 

identified, scammers are expected to turn to ineffective counterfeits.

• The pandemic has led to a notable increase in the output of medical and 

sanitary waste and the report notes that trafficking and inadequate 

disposal of medical and sanitary waste is a significant crime risk, both in 

terms of generating proceeds for the criminals involved in this activity 

and the potential associated harm to public health.



The economy and financial crime

• Anti-money laundering (AML) regulators and professionals in the 

sector must be vigilant and expect attempts by OCGs to exploit a 

volatile economic situation to launder money using the on-shore 

financial system.

• EU-based OCGs could shift their money-laundering operations to 

non-EU countries with weaker AML frameworks.

• A recession in the EU may lead to a reduction in property prices 

which lends itself to the investment of criminal profits.

• ‘Overall, economic developments as the result of the pandemic 

will be a key factor in determining the changing picture of the 

serious and organised crime landscape in the EU and whether 

organised crime stands to make long-term gains from the 

pandemic.’



Drugs

• Little mid- to long-term impact on the trade of illegal 

drugs is anticipated. Cancellation of many outdoor 

festivals and events that typically feature the 

consumption of MDMA and similar substances may 

result in a notable drop in demand for these types of 

drugs in the mid-term although levels are likely to 

stabilise longer term.

• The trafficking of cannabis, cocaine, and heroin has 

continued throughout the pandemic, although less 

than before, and regular supply is expected post-

lockdown.



Modern Slavering Human Trafficking 

• Flows reduced during the lockdown but more 

freedom of movement is likely to increase numbers 

of illegal migrants, potentially with an increase in 

vehicle concealments with fewer migrants per trip 

and staying in more safe houses to reduce possible 

virus contagion levels.

• Economic instability resulting from the pandemic in 

some African economies could trigger more migration 

which ‘needs to be carefully monitored’.



Phase Three the Long Term Impact 

• An overall shift to non-cash payment options is expected and this 

will have an impact on criminal businesses.

• Economic hardship makes people more receptive to cheaper 

counterfeit goods or recruitment to engage in criminal activity.

• Some of the most threatening OCGs, such as mafia-type OCGs, 

are likely to recruit more vulnerable young people, engaging in 

crimes such as loan-sharking, extortion and county lines. 

• Economic crises often result in increased susceptibility to 

corruption by individuals in key positions in the public sector, 

especially in countries where large salary cuts occur. 

Employment situations may also make spurious investment 

opportunities more attractive, potentially enlarging the pool of 

potential fraud victims.



Cyber Crime 

• Cybercrime activity is unlikely to diminish and new 

cyber threats that have emerged during the pandemic 

will continue after the crisis ends.

• Increased use of online communications will persist 

and cybercriminals will adapt or devise new attacks.

• The lifting of lockdown measures may result in an 

increase in the number of reports of child abuse as 

law enforcement authorities are notified.

• Criminals are more able to create fake IDs and 

companies online than offline.



Modern Slavering Human Trafficking 

• Migrant smuggling networks are likely to increase 

their activities with a global economic crisis likely to 

serve as a driver for irregular migrants originating 

from source countries that are ‘economically less 

resilient’, such as in Africa, and generating ‘significant 

profit’ for OCGs.

• Any subsequent recession could trigger an increased 

demand for labour and sexual exploitation and a 

potential increase in intra-EU trafficking of victims 

with areas such as prostitution, begging and theft, 

textile and agricultural sectors, construction, tourism, 

catering, nursing and domestic services affected.



Counterfeit and substandard goods

• A recession may prompt demand for cheaper 

consumer goods with OCGs stepping in to offer 

counterfeit or substandard alternatives. Reduced 

consumer spending power could lead counterfeiters 

to expand into further product lines.

• High demand and scare supply of key goods such as 

healthcare PPE is driving significant levels of criminal 

activity in areas including counterfeit and substandard 

goods, organised property crime and fraud.

• Cashless options are increasingly popular payment 

methods.



Organised property crime

• The lifting of lockdown measures may see an 

increase in burglaries and new forms of the ‘nephew 

trick’ tailored to the pandemic may remain in use as 

modi operandi ‘for some time’.

• Hospitals, pharmacies and other healthcare 

providers will continue to be targeted with illicit 

supplies while demand for PPE remains high.

• Organised property crime could be stimulated by a 

global recession exacerbating economic disparity 

between Member States and between the EU and 

neighbouring countries.



Economic and financial crime
• Previous economic crises have resulted in an increase in the number of 

incidents related to bank and loan fraud, money laundering and 

corruption.

• The property and construction sectors will become even more attractive 

for money laundering, along with investment in artworks may also be 

attractive due to the absence of fixed prices.

• Criminals will continue to abuse financial markets to layer and integrate 

criminal proceeds.

• Criminals are likely to intensify their use of shell companies and 

companies based in off-shore jurisdictions with weak anti-money 

laundering policies.

• Companies involved in importing/exporting goods may be increasingly 

used for the virtual importation of goods using fraudulent documents.

• Key factors with an impact on crime during and after the pandemic

• Criminals have quickly exploited established legal business structures to 

orchestrate supply and fraud schemes, the distribution of counterfeit 

goods and money laundering during the pandemic.



Economic downturn 1

• Any subsequent recession will see OCGs increasingly infiltrate 

economically weakened communities portraying themselves as 

providers of work and services with rising unemployment levels 

and reductions in investment.

• Individuals and organisations could be more vulnerable to 

compromise.

• Increased ‘social tolerance’ for counterfeit goods and labour 

exploitation could lead to higher levels of organised crime 

infiltration and illegal activity accounting for a larger share of 

GDP.

• Levels of human trafficking and organised property crime within 

the EU may increase.

• While the increase in digital technology use has undoubtedly 

created a larger attack surface for cybercriminals, it has also 

presented additional opportunities for law enforcement to 

engage in more effective policing



Economic downturn 2

• The report concludes: ‘The proliferation and ubiquity of the 

internet promise to hold the key to a quantum leap in policing 

but also challenges law enforcement to develop the technical 

solutions, recruit the expertise and make available the financial 

resources necessary to fully exploit these opportunities.

• ‘The rise of big data and the emergence of the Internet of 

Everything will provide invaluable opportunities for law 

enforcement in developing investigations, identifying and 

targeting suspects. With an anticipated shift in organised crime 

activity to the virtual realm in the coming decades, law 

enforcement must develop inter-disciplinary synergies with 

partners globally and across sectors.’


